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TUM was founded on April 12th 1868 with

24 professors and 400 students

A look in the past
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Today: 42,000 students, 

560 professors, 10,000 staff



Data

Workflows

Integration

Baseline:

»A customer-friendly and smoothly integrated ICT 

infrastructure for research, teaching and administration«

Mantras Digital Transformation: 

• User-focused (personalized & individualized)

• At any time and from anywhere

Levels of Digitalization:
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Long-term Leitmotif: The Digitally Enabled University



IT-Security at HEIs?
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5Source: Pongratz, EUNIS 2009

Sensitive Data at HEIs - categorization model 



Supplier Verification Request (14124-7301792-3)

Fraud: TUM edX Certificate
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https://haveibeenpwned.com/

https://haveibeenpwned.com/


More than 50 universities hacked (~ 2012):

servers from universities worldwide got hacked (e.g. Harvard, Stanford).

Bold phishing mails:

… lost my bag, please send money for ticket home …

Lots of more examples, e.g. remote shells and defacements on websites

Our approach:

 New position of IT security and privacy officer 

 Security Incident reporting, handling and support

 Cybersecurity Awareness Campains

Why Campains? Our story in a nutshell …
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- small, very motivated team

- lots of brainstorming & stocktaking

- lots of talking to faculty and students

 Proposal with concrete awareness-raising 

measures, estimated costs, and potential outreach.

How did we start?
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11Source: https://www.enisa.europa.eu/media/multimedia/ar-files/material/illustrations

https://www.enisa.europa.eu/media/multimedia/ar-files/material/illustrations
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Video clips on raising awareness by ENISA

14https://www.enisa.europa.eu/media/multimedia/material/awareness-raising-video-clips

e.g. on shoulder surfing

23 languages available!

https://www.enisa.europa.eu/media/multimedia/material/awareness-raising-video-clips


• Idea Contest

• Talks and seminars

• Live hacking event

• Giveaways

• Flyer & articles

• Website

• Phishing helpdesk

• European Cyber Security Month

Our agenda
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Our mantra: 

»Recommend instead of prescribe, 

convince instead of force, 

make curious instead of bore.«



Official TUM press release
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https://www.tum.de/en/about-tum/news/press-releases/detail/article/31468/
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Personalized password cards for students

22

e.g. password for EDUCAUSE:

1. E i

2. D GU

3. U Yw

4. C 5k

5. A x

6. U 5

7. S PK

8. E sc

iGUYw5kx5PKsc
Manual and Generator

https://www.it.tum.de/en/it-security/for-students/passwords/how-to-create-a-good-password-and-remember-it/
https://campus.tum.de/tumonline/co_loc_pwgen.make_pwgen
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• our employees via email

• designed to raise awareness

• opportunity to apply knowing about 

handling malicious emails 

• website we lured them, offers lots of 

information on data protection, privacy, 

and IT security

Link to email

April Fools‘ 2016
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https://www.it.tum.de/en/it-security/awareness-campaign/2016-april-fools-e-mail-text/


Given that we haven't received any official notice 

abolishing the humor waiver, I assume this was a 

genuine attack. Please check your systems 

thoroughly and issue a corresponding warning to 

all employees who failed to carefully read the 

specified website... :) 

April Fools‘ 2016 Reactions

25Link to reactions

Thanks a lot for the information. I have to admit, you 
got me. It was a brilliant campaign, for which you are 
to be commended. And many thanks even if I fell for it 
hook, line and sinker…;-)

The shock has set in, especially after a 

careful analysis of the link which revealed 

that it actually leads to a TUM page. As a 

wake-up call though, it was a great idea.

+++Breaking News+++
TUM has a new president effective April 1, 
2016. With 22 likes, Mark Zuckerberg 
takes over the helm of the elite university. 
We look forward to the new face 
(corporate design) of TUM.

What a brilliant idea! It did seem rather “fishy” as we would 
say in British English. I much appreciate the TUM IT 
Department’s efforts to assist and warn TUM staff members 
in this way. It is all part of “awareness training” opening our 
eyes to such emails. Those of us who have not “grown up with” 
the computer urgently need such training!
Thanks for the appropriate April Fool’s joke!

https://www.it.tum.de/en/it-security/awareness-campaign/reaction-to-the-2016-april-fools-joke/


Helping people to help themselves

26https://www.it.tum.de/en/it-security/glossary/phishing-e-mails/phishing-self-learning-test/

https://www.it.tum.de/en/it-security/glossary/phishing-e-mails/phishing-self-learning-test/
https://www.it.tum.de/en/it-security/glossary/phishing-e-mails/phishing-self-learning-test/
https://www.it.tum.de/en/it-security/glossary/phishing-e-mails/phishing-self-learning-test/


Raising attention

27https://www.it.tum.de/en/it-security/glossary/social-hacking/

https://www.it.tum.de/en/it-security/glossary/social-hacking/
https://www.it.tum.de/en/it-security/glossary/social-hacking/
https://www.it.tum.de/en/it-security/glossary/social-hacking/


• Very good feedback on campaigns

• Use different channels (online and offline) and focus on different target groups, 

• Good examples and locations (office, canteen, lecture hall, ...) is very important

• Current incidents and press releases are good hooks

• Regular actions are needed!

• “After the campaign is before the next campaign” 

• Raising awareness is persuading, not prescribing

=> Get in touch, we would be happy to discuss further ideas!  pongratz@tum.de

Lessons learned
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Bayern

• Stabsstelle IT-Recht der bayerischen staatlichen Universitäten und Hochschulen

• Stabsstelle IT-Sicherheit & IT-Sicherheitsbeauftragter bayerischer Hochschulen

• Cyberallianz Zentrum beim bay. Verfassungsschutz

• BayernCERT für Behördennetz 

Netzwerke

• Allianz für Cybersicherheit

• Bitkom DK Informations- und Cybersicherheit 

• (früher ENISA Awareness Raising Community)

• DFN-CERT

• ZKI, HRK, TU9, EuroTech, …

Zusammenarbeit wichtig - Beispiele
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EDUCAUSE

• Information Security Almanac: https://library.educause.edu/-/media/files/library/2019/4/infosecalmanac19.pdf

• Security Professionals Conference 2019

 Vorträge zu Security Awareness Dienstag: https://events.educause.edu/security-professionals-

conference/2019/agenda?filterTrackKey=Security%20Awareness,%20Communications,%20and%20Training&filterDayKey=Tuesday,%20May%2014

 Vorträge zu Security Awareness Mittwoch: https://events.educause.edu/security-professionals-

conference/2019/agenda?filterTrackKey=Security%20Awareness,%20Communications,%20and%20Training&filterDayKey=Wednesday,%20May%2015

TU München

• Allgemein IT-Sicherheit: https://www.it.tum.de/it-sicherheit/

• Kampagnen: https://www.it.tum.de/it-sicherheit/sensibilisierungs-kampagne/

Weiteres Material / Ideen / Vorträge

30

https://library.educause.edu/-/media/files/library/2019/4/infosecalmanac19.pdf
https://events.educause.edu/security-professionals-conference/2019/agenda?filterTrackKey=Security Awareness, Communications, and Training&filterDayKey=Tuesday, May 14
https://events.educause.edu/security-professionals-conference/2019/agenda?filterTrackKey=Security Awareness, Communications, and Training&filterDayKey=Wednesday, May 15
https://www.it.tum.de/it-sicherheit/
https://www.it.tum.de/it-sicherheit/sensibilisierungs-kampagne/


Einbettung Gesamtkontext einer Hochschule
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Pongratz (2017): Schichtenmodell nutzerorientierte IT-Architektur im Gesamtkontext einer Hochschule


